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Fraud is increasingly an enormous problem for organizations all over the world today — the losses
occurring due to fraud are over several billion dollars every year alone (Smith, 2008). In this article, we
provide a thorough review of the extant literature on fraud, and conduct a qualitative interview (N=18)
based study on forensic auditors’ perceptions of fraud detection and fraud prevention methods, as well as
their impression of the role of technology in fraud. We then highlight a rarely addressed problem — that of
physical safety concerns that forensic auditors have to face while investigating fraud investigations. We
finally suggest some directions for further research.

INTRODUCTION
Honesty for the most part is less profitable than dishonesty — Plato

The above mentioned quote by Plato has certainly been taken to heart by a lot of individuals, if one
goes by the enormity and scale of fraud in organizational settings. Recent estimates have placed the loss
occurring due to fraud as being as high as several billion dollars every year in developed countries alone -
in Australia and the United Kingdom for instance; the cost of fraud is estimated as being about A$10
billion and £20 billion respectively (Smith, 2008). Similarly, Rossouw (2000) also mentions that fraud is
a serious problem facing organizations in developing nations, and he asserts that the problem is further
amplified as they face a serious and urgent need to engage in economic growth and development, and
fraud prevents and hampers their growth and competitiveness. Fraud also tends to erode investor
confidence in financial markets thereby compounding the problem (Peterson and Buckhoff, 2004; Rezaee
et al., 2004).

The Association of Certified Fraud Examiners (ACFE) too estimated that annual fraud losses are
approximately 5% of the annual revenues of organizations which translates to about $3.7 trillion (ACFE,
2014). This number has certainly risen in magnitude, if one just considers that the amount was $652
billion in 2006, which then shot up to $994 billion in 2008, and then to 2.9 trillion in 2010 (ACFE, 2006,
2008, 2010; Kaplan et al., 2010; Murphy and Dacin, 2011), and then to 3.5 trillion in 2012 (ACFE, 2012).
A survey found that about one third of organizations operating worldwide are victims of fraud
(PricewaterhouseCoopers, 2009). Similarly, fraud tends to adversely affect a very broad range of
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stakeholders including audit committee and board members, top managers, employees, auditors, creditors,
shareholders, and pensioners (Dyck et al., 2010; Kaplan et al., 2010).

This high rate of fraud and the resultant damage has certainly not escaped scrutiny or study by
researchers — several studies have been devoted towards studying and examining fraud, in several settings
(Alleyne and Howard, 2005; Archambeault, Webber, and Greenlee, 2014; Ashforth and Anand, 2003;
Anand et al., 2004; Boolaky, 2012; Collins et al., 2009; Marcel and Cowen, 2014; Murphy and Dacin,
2011; Owusu-Ansah, Moyes, Oyelere, and Hay, 2002; Palmer, 2008; Rabl, 2011; Rabl and Kuhlmann,
2008; Sarens and Abdolmohammadi, 2011; Smith, 2008; Vanasco, 1998; Zahra, Priem, and Rasheed,
2005). Similarly, exposés of white-collar crime and situations of fraud are seemingly never-ending: the
sordid details of grand schemes of fraud in organizations such as Enron, Credit Suisse First Boston,
Global Crossing, Tyco, Waste Management, WorldCom, for instance have been widely documented
(Brickey, 2006; Healy and Palepu, 2003; Ivancevich et al., 2003; Kulik et al., 2008; Rezaee, 2005; Sidak,
2003).

However, despite the presence of these different studies, there still is a lot of research and work that
needs to and can be conducted on fraud, its prevention and detection, and other facets of fraud. Several
calls for more research on how to understand fraud and prevent and detect it have been issued by different
agencies and individuals (ACAP, 2008; AICPA, 2002; Carcello et al., 2009; Smith, 2008; Wells, 2004).
Our paper is a response to those calls for more research.

In our survey of the literature on the topic of fraud, we happened to notice that there was a paucity of
articles with rich qualitative data, especially articles that happened to utilize actual forensic
auditors/investigators as participants in them. Our study aims to attempt to correct that imbalance. We
conducted interviews with current forensic investigators who are actively investigating fraud situations in
the field, as we felt that one of the best ways by which we could better understand fraud was by talking
directly with the folks that dealt with it on a frequent basis. Another facet of our study sample is that these
forensic investigators have had experience investigating fraud in several different countries, both
developing and developed.

One of the chief purposes of this study was to add some depth and richness to the current reservoir of
knowledge that exists on fraud. Our study aims to discover from currently active forensic investigators,
their thoughts on fraud detection and prevention methods, as well as their thoughts on technology as it
relates to fraud, and finally, their thoughts about the need for physical security in the work environment.

This paper is organized in the following way - our next section provides a detailed literature review of
fraud in a forensic auditing and accounting context. Next we touch upon the different facets of fraud
detection and fraud prevention methods, fraud and its relationship with technology, and then finally touch
upon the physical security angle to forensic investigations. After doing so, we then introduce our study
objectives, and then present our methodology section, followed by our results, and then finally present our
discussion section. Our discussion section also provides suggestions for future research.

LITERATURE REVIEW OF FRAUD IN AN ACCOUNTING CONTEXT

Before embarking on a detailed literature synopsis on fraud, defining fraud may be beneficial. For the
most part, fraud and corruption seem to have been used interchangeably in the literature base (for e.g.,
Ashforth and Anand, 2003; Anand et al., 2004; Collins et al., 2009; Marcel and Cowen, 2014); however,
Rossouw (2000) tries and differentiates between the two concepts. He argues that this differentiation is
essential because corruption tends to be mostly associated with the public sector and public officials,
whereas fraud can occur in both the public as well as the private sector. Anyone in short, can be a
perpetrator of fraud! Also, corruption inherently entails third-party involvement, whereas fraud can be a
solitary act as well as a group act. The absence of third-party involvement in situations of fraud makes
fraud much more difficult to detect, or to prevent even.

Rossouw (2000) defines fraud as “intentional deception by concealing or misrepresenting information
that harms the financial interest of another person(s) and benefits the financial interests of the perpetrator”
(p- 887). A more technical definition of fraud is provided by AICPA (2002, paragraph 5) and is as
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follows, “fraud is an intentional act that results in a material misstatement in financial statements that are
the subject of an audit.” Corruption on the other hand is defined by Rabl (2011, p. 85) as “a deviant
behavior that manifests itself in an abuse of a function in favor of another person or institution.” In this
paper, we chose to utilize Rossouw’s and the AICPA’s definitions of fraud, and therefore in our
recruitment of study participants, we chose to interview forensic investigators who were dealing with
cases of fraud in the private sector as opposed to investigators who were dealing with and investigating
cases of governmental corruption.

One major reason that has been suggested as being the cause of fraud in many a case is the high
pressure that corporate management has to face in order to achieve earnings targets. If those targets are
missed, significant declines in the stock price ensue, and that in turn drives down and reduces executive
compensation, as that is frequently tied in to stock price and earnings targets (Carpenter and Reimers,
2005). The Public Oversight Board (2000) too has identified this as being a frequent harbinger of fraud.
Several empirical studies too have corroborated the finding that an excessive emphasis on earnings
projections and aggressive management attitudes towards financial reporting were primary indicators of
managerial motivation for fraudulent financial reporting (Albrecht and Romney, 1986; Bell and Carcello,
2000; Loebbecke et al., 1989).

This is very much linked to the fraud triangle (PCAOB, 2005), which suggests that three factors
(opportunity, incentive/pressure, and attitude/rationalization) if all are present, predict the presence of
fraud within an organization (Cohen et al., 2010; Murphy and Dacin, 2011). These elements in the
triangle were first identified by Sutherland (1949) and then developed by Cressey (1953, p. 30, as cited in
Cohen et al.,, 2010). Albrecht et al. (1982) started off the process of adapting the concept from
criminology onto an accounting context, and identified 82 different fraud related variables, which they
combined into three categories: situational pressures, opportunities to commit fraud and personal integrity
(p- 37).

Auditing regulation through the ages has outlined numerous fraud-risk factors — the most recent
standard, SAS No. 99 (AICPA, 2002, Para. 7), has organized risk factors by referring them to the three
conditions generally present when fraud occurs. These definitions and risk-factors are directly aligned
with and tied in to the fraud triangle (Cohen et al., 2010). A lot of empirical research has been carried out
to demonstrate the importance of both the “incentives” and “opportunities” corners of the fraud triangle
(for e.g., Albrecht and Romney, 1986; Loebbecke et al., 1989)

The first two corners of the fraud triangle have certainly been borne out as being associated with
fraud (AICPA, 2002; Erickson et al., 2004; Graham et al., 2005; Murphy, 1999; Murphy and Dacin,
2011), however not as much attention seems to have been showered on the third corner (i.e.
attitude/rationalization) of the fraud triangle (Carcello and Hermanson, 2008; Hogan et al., 2008; Murphy
and Dacin, 2011; Wells, 2004), which led Murphy and Dacin (2011) to propose a framework that
describes an individual’s decision-making process when confronted with both opportunity and motivation
to commit fraud. However, there still can be work attempted that would complement the current existing
research on the third corner of the fraud triangle. As Cohen et al. (2010) attest, there is an increasing
integration of the attitudes/rationalization factor into auditing regulation; however, despite that, there still
needs to be a lot more research attempted to better understand the third corner.

Cohen et al. (2010) have also stressed that the third corner of the fraud triangle is also one of the most
difficult one for auditors to assess, therefore it makes sense to try and see how and what auditors think
about efforts to make it easier to assess this third corner of the fraud triangle. One of our aims in this
study is to discover what forensic investigators think about criminal profiling and behavioral finance, as
one way by which the third corner of the fraud triangle can be better understood is by bringing in
concepts and strategies from criminal profiling and behavioral finance.

Rezaee (2005) found that five interactive factors explained several high-profile financial frauds — he
categorized them into an interesting acronym (Cooks, Recipes, Incentives, Monitoring, and end results
(CRIME)). Murphy and Dacin( 2011) proposed a model wherein they described the psychological
pathways to fraud for individuals, who believe that committing fraud is wrong. They propose three
distinct pathways to fraud: (i) lack of awareness, (ii) intuition coupled with rationalization, and (iii)
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reasoning. They also identify certain situational factors by which individuals commit fraud without even
recognizing it. Their model is a useful one in proposing different interventions which can then be used to
deter fraud.

We will now touch upon the different facets of fraud detection and fraud prevention methods, fraud
and its relationship with technology, and then finally touch upon the physical security angle.

Fraud Detection Methods

Fraud detection involves identifying fraud as quickly as possible once it has been perpetrated (Bolton
and Hand, 2002, p. 236), and these methods need to evolve in order to better detect fraud that perpetrators
may have disguised better. Matsumura and Tucker (1992) were pivotal in developing an early theoretical
foundation for fraud detection. Their empirical results supported a direct relationship between testing,
fraud detection, and fraud prevention. Fraud detection methods have curiously enough not changed much
for a very long time (Bishop, 2004) — this would perhaps explain why a lot of times fraud is “accidently
discovered”, although when one examines the difference between the percentages reported by the ACFE
in 2004, and compares it to the percentage reported by the ACFE in 2014, one can notice that it’s reduced
a bit, and that today detection seems to rely more on tips from employees and other individuals (23.8% in
2004, and 40.2% in 2010). Johnson and Rudesill (2001) compile a list of guidelines that can be useful in
fraud detection, and they also suggest that organizations need to make each and every employee
responsible for detecting fraud incidences. Hassink et al. (2010) also examine the extent to which auditors
comply with standards once fraud has been detected, and they found that auditors do not seem to comply
with all standards properly.

One very interesting facet of fraud is that the median time span of reported frauds from their
beginnings until detection is about 18 months, and there are quite a few frauds that last significantly
longer than two years (ACFE, 2014; Lord, 2010), some types of frauds, such as check tampering and
fraudulent financial statement fraud appear to go on for a much longer time and have a median time till
discovery of about 27 months (ACFE, 2010).

It transpires that a lot of fraud cases are initially discovered by a tip or a complaint from an employee
or from someone outside of the organization (ACFE, 2014). This pattern has been observed in prior
ACFE studies as well (ACFE, 2012, 2010, 2008, 2006; Lord, 2010). One heartening conclusion can be
reached though, which suggests that the Sarbanes-Oxley Act may be having a positive effect. It transpires
that the percentage of frauds detected by internal controls reported by the most recent ACFE study (2014)
appears to be higher than the percentage reported in the ACFE study in 2008 and previous years.

Some of the most commonly utilized fraud detection methods appear to be as follows — tips by
insiders or outsiders, management review, by internal audit, by accident, by account reconciliation,
document examination, external audit, surveillance/monitoring, notified by police, confession, and IT
controls (ACFE, 2014, p. 19). This list is virtually identical to the one released by the ACFE in 2010, and
suggests that fraud detection methods are mostly reactive measures and not proactive measures. Another
compiled list of fraud detection methods was suggested by Bierstaker et al. (2006), however the methods
on their compiled list fall into the ACFE categorization. Therefore, it makes sense to find out what active
forensic investigators think about these fraud detection methods, and also see how they think these
methods can be improved.

While some previous studies have looked into the question of the effectiveness of some of the fraud
detection methods (e.g. Bierstaker et al., 2006; Blocher, 1992; Hylas and Ashton, 1982; Loebbecke et al.,
1989; Wright and Ashton, 1989), they have mostly either been statistical analyses or survey based studies.
While those studies are certainly important, and have added considerably to the existing literature base,
there is definitely a need to supplement the knowledge base with some rich and interesting qualitative
research on the topic. This is one of our purposes with this study, to be able to add some richness via our
findings.

Journal of Accounting and Finance Vol. 16(1) 2016 29



Fraud Prevention Methods

Fraud prevention on the other hand describes measures that are taken to stop fraud from occurring in
the first place (Bolton and Hand, 2002, p. 235). Adams et al. (2006) argue that fraud prevention is the
most cost-effective way to deal with financial loss through fraud, especially in light of the fact that
companies that are defrauded are extremely unlikely to ever recover their losses. Bishop (2004) strongly
advocates that preventing fraud needs to be made into a responsibility of each and every employee.
Similarly, Ivancevich et al. (2003) delineate several responses that could be utilized to prevent and deter
fraud in organizations.

Johnson and Rudesill (2001) assert that there are no sure-shot ways to completely eliminate fraud, but
that with proper attention being bestowed on fraud prevention methods, organizations can hope to
minimize the occurrences and losses. They provide a list of proactive tips that organizational managers
can utilize in order to prevent occurrences of fraud from happening, many of which are similar to the list
suggested by the ACFE (2010). Krummeck (2000) also asserted that fraud prevention methods need to be
integrated completely with an ethics base, as not doing so, will render the process futile and useless.

The ACFE study in 2014 essentially found that anti-fraud controls or fraud prevention methods
seemed to be quite effective; however it appears that smaller organizations are disproportionately
victimized by occupational fraud than are their larger counterparts, although the variation between size
categories is not much (ACFE, 2014). This disproportionate result may be in part due to the fact that
smaller organizations have fewer anti-fraud control schemes in place.

Some of the most commonly utilized fraud prevention methods are as follows — surprise audits, job
rotation/mandatory vacation, hotlines, employee support program, fraud training for employees as well as
managers, internal audits, anti-fraud policy, external audit, code of conduct, management review,
independent audit committee, management certification, and rewards to whistleblowers (ACFE, 2010,
2012). Here again, it makes sense to find out what active forensic investigators think about these fraud
prevention methods, and also see how they think these methods can be improved. We again aim to add to
the extant knowledge base on the topic with our study.

Fraud and Technology

The advent of technology and development has certainly brought in a lot of benefit to human society,
however at the same time perpetrators have learnt to use technology in a negative way, and fraud has not
been behind. Several financial fraudulent schemes have originated in a digital environment, and that
typically involves using an IT-based solution to detect and handle cases of digital fraud (John, Jabber, and
Sudarshan, 2012; Pearson and Singleton, 2008). This rise in sophisticated technology being (mis)utilized
to perpetrate and commit fraud was predicted by Albanese (1988), where he predicts that fraud could
become the crime of choice in the computer age. He also predicted that law enforcement would often lag
behind the innovative techniques of criminals (p. 25).

The now presently ubiquitous presence of information systems in organizations has also contributed
to the growth in technology related frauds. Schwartz and Wallin (2002) found that information systems
tended to place a distance between the fraud and participants such that participants then chose to
maximize their earnings. Essentially, information systems tend to depersonalize the situation, and make it
easier for fraud to be committed. Similarly, Oates (2001) too suggested that technology makes it a lot
easier for fraud to be committed via means of cyber crime incidences. Oates also cites the fact that
technology tends to make it easier for individuals to maintain anonymity, which in turn makes them much
more likely and liable to commit and engage in fraud (p. 93). The propensity of IT to be utilized in
computer fraud is also elaborately described by Dippel (2000).

Some evidence does exist that suggests that while technology can be utilized negatively to commit
crime and fraud, technology can also be utilized to combat crime and even detect and perhaps prevent
fraud from happening (Fox, 2000; Flegel et al., 2010; Kakis, 1992; Pathria, 1999; Weatherford, 2002).
Pearson and Singleton (2008) also point out that IT is being used to a great degree in fraud detection, and
sometimes in fraud prevention. They mention that software such as data analytics and data-mining are
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now being increasingly relied on during fraud detection processes. Some automated macros have also
been developed by organizations to detect fraud (Albrecht et al., 2008; Pearson and Singleton, 2008).
However, in the end, technology and IT seem to having a rather “Dr. Jekyll and Mr. Hyde’ish”
relationship with fraud. On the one hand, technology appears to be facilitating fraud, but then on the other
hand it appears to be immensely useful in combating, detecting, and even preventing fraud from
occurring. Therefore, asking forensic investigators their thoughts and opinions on this dichotomous
relationship may be useful in better understanding the relationship between technology and fraud.

Fraud and Physical Security Risks

Most of the literature dealing with risks associated with fraud appears to be concerned with either the
risks of fraud itself (Graham and Bedard, 2003; Knapp and Knapp, 2001; Wilks and Zimbleman, 2004;
Zimbelman, 1997), or else appears to be concerned with the risks of auditors getting hit with lawsuits
(Bonner et al., 1998; Kaplan, 1987; Lowe et al., 2002; Narayanan, 1994; Patterson and Wright, 2003).
However, there have been some recent cases that suggest that not all risks are of a litigious nature, and
that some risks pose serious harm to the auditors’ physical well-being (Perri and Lichtenwald, 2007; Perri
and Brody, 2011).

Perri and Lichtenwald (2007) proposed an addition to the FBI Criminal Classification Manual, and
they suggested that a new homicide classification termed as fraud-detection homicide be included in the
FBI’s Crime Classification Manual (Douglas et al., 1992; Perri and Lichtenwald, 2007). In fact, Perri and
Lichtenwald (2007) list about 27 known cases where homicide resulted as a result of fraud-detection, and
the homicide was directed at the person(s) responsible for the fraud detection. They concluded that the
homicides were not spur-of-the moment homicides, but that they were coldly calculated homicides (p.
29). Another study by Perri and Brody (2011) documented the case of Sallie Rohrbach who was an
insurance auditor and was murdered during an investigation of fraud at an insurance agency. Both these
studies seem to suggest that threats of physical violence are much more frequent than commonly thought.
Perhaps, as is suggested by both studies, forensic auditors need to start becoming more cautious about
their safety.

There does not seem to be much literature out there that delineates the safety risks that forensic
auditors face — most research appears to be focused on litigious risks. However, there is reason to believe
that forensic auditors (especially those in developing countries) have a valid reason to fear threats of
physical reprisal. Since, there really isn’t much literature on the topic, we believe that our study is one of
the first few ones that examine the likelihood of physical reprisal against forensic investigators, and also
take into account the perceptions of forensic auditors to determine the same. The next section outlines our
study objectives.

STUDY OBJECTIVES

Our study attempts to add to the current knowledge base on fraud, fraud detection methods, fraud
prevention methods, the relationship between fraud and technology, and physical safety issues that pertain
to fraud investigators investigating fraud. As we mentioned earlier, qualitative studies will add richness to
the extant literature base on fraud, and that is one of our primary purposes here with this qualitative
research based study of ours. We also intend to shed some light on certain facets of fraud investigations
that do not seem to have gotten as much attention as they ought to be getting.

We have chosen to undertake this study keeping four objectives in mind — (a) to discover forensic
investigators’ thoughts and perceptions on the effectiveness of current fraud detection and fraud
prevention methods; (b) to discover forensic investigators’ thoughts and perceptions on how to improve
current fraud detection and fraud prevention methods; (¢) to discover forensic investigators’ thoughts and
perceptions on the relationship between technology and fraud; and (d) to discover forensic investigators’
thoughts and perceptions on the physical safety risks posed to them in the line of duty. Our specific
research questions are as follows:
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(i) What are forensic investigators’ thoughts and perceptions on the effectiveness of current
fraud detection and fraud prevention methods?

(i) What are forensic investigators’ thoughts and perceptions on how to improve current fraud
detection and fraud prevention methods?

(ii1) What are forensic investigators’ thoughts and perceptions on the relationship between
technology and fraud?

(iv) What are forensic investigators’ thoughts and perceptions on the physical safety risks posed
to them in the line of duty?

Our methodology section outlines the approach we took in order to achieve our four study objectives.
METHODOLOGY

Paradigm Guiding the Research

Our key interest in this study is to understand the phenomenon of fraud, fraud detection and
prevention methods, the relationship between fraud and technology, and the physical safety risks
associated with fraud investigations, from the perspective of forensic investigators. Since forensic
investigators deal with fraud and the other mentioned facets of fraud on a very continual basis, we believe
that our study’s paradigm may be best classified as a phenomenological approach. Phenomenology is a
perspective that advocates that knowledge can only be gained by understanding the direct, lived
experience of others (McMillan and Wergin, 2006; Polkinghorne, 1989), and since we are essentially
studying and trying to understand from the experiences of forensic investigators, we believe that the
paradigm most appropriate for our research is that of phenomenology.

Research Design

Our study used a qualitative interview based method. Our interview based method was an in-depth,
phenomenological based interview method (Kvale and Brinkman, 2009; Seidman, 2006). We used open-
ended questions in our interviews, and also built upon and explored our participants’ responses to pursue
further exploration of their answers (Seidman, 2006). We followed Myers’ (2009) advice about utilizing a
semi-structured interview format as that would allow us to capture and obtain rich data. In addition to
following a semi-structured interview format, we also followed the technique of mirroring which Myers
and Newman (2007) suggest is a technique to ensure that our participants’ language and perceptual vision
of the world would be reflected in our analysis. We followed mirroring by using the words and phrases
that our participants used to construct our comments to them through the interview process. We also
ensured that we demonstrated triangulation of participants (Rubin and Rubin, 2005; Myers, 2009) by
seeking out participants who were from different organizations and had different sorts of professional
backgrounds and experiences.

Researcher as Instrument

Reflexivity is a very important mark of rigor in qualitative research, as it follows that researchers are
pretty much the primary instrument in a qualitative study. Researchers shape not just the data but also
affect the research process. The acknowledgment of prior assumptions and experiences, as well as
personal and intellectual biases, is a very important way by which to address issues of validity and the
trustworthiness of a study (Marshall and Rossman, 1999). We now provide a small discussion on how our
assumptions and experiences support increased understanding of the forensic auditor perspective that is
studied.

Both researchers involved in this study have had experience studying and researching fraud. One of
the researchers has had over 10 years of experience in the field investigating fraud cases for
organizations, and is also an active forensic auditor. The other researcher has had some experience
studying and designing fraud detection software.
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This experience on our parts has had a positive effect on our research, because when we study the
perceptions and attitudes of our forensic auditor participants, we can certainly identify with them better
and that helps us avoid errors of misunderstanding that can sometimes happen while analyzing the
transcribed notes. At the same time though, since neither of us was directly involved in any of the cases or
situations that our participants talked about, we were able to retain our independent objectivity while
studying our participants.

During the duration of this study we took extensive field notes and also kept track of analytical
insights through memos that were included in the data to be analyzed. We then engaged in researcher
triangulation, which involved each researcher working individually with the raw data to perform open
coding. We then came together as a team and engaged in a co-analysis and shaping of the final themes
resultant from our data.

Participants, Recruitment, and Selection Procedures

The participants in this study were currently active forensic auditors, working at different
organizations (including the big 4 accounting firms). A total of 18 auditors participated in the study.
These auditors were predominantly from India; however they also had experience working in several
countries besides India, including the United States, United Kingdom and South Africa. Their average
experience in the field of forensic accounting and fraud investigation was about 16.7 years. 12 of our
participants were male and the remaining 6 were female. Our participants had a varied range of
professional backgrounds ranging from engineering backgrounds to police backgrounds to military
backgrounds among others, however at present all our participants were actively working in the capacity
of forensic auditors for accounting firms.

The sample size in qualitative research is typically determined by the researcher’s estimation of the
richness of data that participants generate, and the sample size also depends on the specific method that is
used (Patton, 1990). Conventional knowledge posits that the number of required participants becomes
obvious as studies progress, when new categories, themes or explanations stop emerging from the data,
and data saturation occurs (Marshall, 1996; Seidman, 2009). In our case, we obtained data saturation at
about 11 participants; however since we had already obtained consent from and fixed interview slots with
the remaining participants, we continued to collect more data and finally obtained a total of 18
participants.

After obtaining approval from the university Institutional Review Board (IRB), we set about
recruiting participants for the study. We obtained a list of potential candidates to interview from three
senior partners that one of the researchers knew, and set about emailing those potential candidates. We
emailed 21 different forensic auditors, and obtained 18 suitable participants from the lot. 2 auditors did
not respond to our emails, and 1 refused to participate in the study. However, the remaining 18 agreed and
were consequently interviewed by both of us. Our selection criterion was that our participants needed to
have experience in forensic auditing and investigating fraud, and also needed to be currently active in the
field.

Sources of Data

Data was collected through our in-depth interviews, which were obtained through telephonic
interviews. The interviews were audio recorded and we took process notes during the interviews. The
interviews were semi-structured interviews; and the interview protocol consisted of five questions. Each
researcher also kept analytical memos and field notes which were included in the data to be analyzed.

Data Analysis and Management

The final data for analysis consisted of audio recordings and transcripts of the interviews, as well as
the field notes and analytical memos. Two graduate students initially transcribed all the audio recordings,
after which both the researchers then independently reviewed the text and recordings, and checked for
omissions and errors. The field notes of both researchers were also used to address inconsistencies in the
transcripts. The analysis of this qualitative data was handled by utilizing the method that Marshall and
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Rossman (1999) and Myers (2009) suggest. The first step in the analysis of qualitative data requires that
researchers immerse themselves in the data, and therefore, both the researchers independently read all
transcripts and process notes and then performed open coding (Marshall and Rossman, 1999). The next
step in the process of interpretation involved identifying the essence of the data. After both of us had
completed this process of finding meaningful units in the data, we got together and discussed emerging
themes in the data. At this point the analytical memos were also considered, and structural synthesis
occurred (Marshall and Rossman, 1999).

RESULTS

The following five themes emerged from our data. In response to our first two research questions we
obtained the following two themes — (i) Fraud Detection methods are inadequate and need to be urgently
improved, and (ii) Fraud Prevention methods need to be made much more pronounced and ubiquitous. In
response to our third research question we obtained the following theme — (iii) The dual role of
technology in fraud, and in response to our fourth research question we obtained the following theme —
(iv) Physical safety concerns are a valid threat, and need to be addressed by organizations. We also
obtained an additional theme from our data, which was — (v) Training forensic auditors in behavioral
finance and criminal profiling may be advantageous in detecting fraud and preventing physical safety
concerns.

Inadequacy of Current Fraud Detection Methods and a Need for Their Improvement

Our participants were asked to tell us their perceptions of fraud detection methods. Almost all of our
participants seemed to suggest that current fraud detection methods were not perfect and indeed in the
words of one of our participants, “.... the problem is that [these] fraud detection methods are very
reactive.... We only find the tip of the iceberg when using one of these detection methods... very
inefficient methods....” (P11). Included below are some of the numerous statements made by our
participants in this regard:

...... most companies have these old detection methods that are not sufficient or
adequate. Because of lack of active monitoring from station’s perspective... so there’s
always a window of opportunity there for the perpetrator....” (P1)

...... a lot of fraud detection methods are much too old fashioned.... they include basic
fundamentals such as document analysis and background checks, but they are not having
any in-house facilities to detect fraud....... Understanding the network and network flow
is still lacking a lot.... in my own experience we have had to start from scratch and learn
the process and then start the investigation which is not helpful in handling a rigorous
investigation” (P4)

“..... but my feeling is that there are no real up-to-date methods of detecting fraud... in a
few instances, I have seen some in the current environment....but still I think most of the
fraud detection methods are based on reacting to the fraud and a bit too late.....” (P5)

“.... you know, the problem with fraud detection methods are that they are just too
late...by the time, one gets to discover or detect the fraud, it’s already too late....fraud
detection methods will always have a lag time..... as long as the lag time is small, it
should be fine, but that’s not the case....right now, the lag times are increasingly long....”
(P12)

We also obtained consensus among our participants that current fraud detection methods needed to be
improved, and that the improvement needed to be effected on an important scale if fraud is to be detected
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carly enough. Included below are some of the numerous statements made by our participants in this
regard:

“....handwriting analysis is something that can be extremely useful.....especially in rural
areas where there isn’t much influence of computers.... If fraud detection methods could
somehow incorporate handwriting analysis, it may be very useful....” (P4)

“.... companies just don’t have enough in-house capabilities to detect fraud...and they
are not able to proactively monitor pressing issues and see if, “can there be fraud”...
becoming proactive and changing the mindset of top-management is a must if companies
need to improve their fraud detection methods...” (P7)

“.... what we need is a method that has an element of surprise built into it....also, now
detecting fraud is not happening because we wait for signs that randomly happen......
Rather than having to put certain things off, we need to have potential audits for
everything to be able to better detect fraud...” (P8)

“....some of the current methods in the US might not be here in India, because in the US
it is more technology driven, India is more dividends driven...... we need to integrate and
incorporate the latest software into fraud detection methods in India....” (P9)

“....most fraud detection methods are like cancer detection kits, by the time you get to
know that there is cancer (or) fraud in a person or organization, it’s too late already...
fraud detection methods must be added to and with fraud prevention methods...make it
an integrated system, where both prevention and detection are handled together...if we
make it impossible for people to commit fraud, it will be so much easier to catch them
when they commit fraud...” (P14)

“...a much more cohesive and formalized thought process needs to go in for improving
fraud detection methods.... The lack of rigor of methodology is a prime reason for
this....” (P18)

For the most part, all our participants seemed to suggest that in their opinion fraud detection methods
were much too reactive, and therefore susceptible to serious time lags. After all, if fraud detection
methods could somehow be improved such that a reduction could be brought about in the amount of time
taken to detect fraud, the severity of fraud would be reduced significantly. Similarly, several of our
participants also suggested that fraud detection methods could be improved if the latest technology and
software were to be incorporated into their design.

Augmentation in the Scale and Role of Fraud Prevention Methods Essential

Our participants were asked to tell us their perceptions of current fraud prevention methods. Most of
our participants seemed to think that current methods of fraud prevention were fairly effective; however
they did seem to suggest that these methods of fraud prevention and control needed to be augmented and
utilized in a more amplified and increased fashion. The general consensus seemed to be that fraud
prevention methods were not being used to the extent that they should be. Some examples that are
indicative of this trend are as follows:

“... fraud prevention and control is really important....where you highlight things on real
time basis are those that can prevent the environment for fraud... more mechanisms are
out there that can be used to prevent fraud...but they need to be implemented more...”
(P3)
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“... There needs to be a better system for communication by which employees can report
to their superiors or others if something fishy is going on...they should be able to report it
to some third party. Also companies need to be able to track activity, and their controls
need to incorporate that... right now, not all companies have that sort of system built
in....” (P6)

“.... one aspect of fraud control is that it needs to be both overt as well as hidden... overt
control mechanisms will avoid most simple cases of fraud, while the hidden mechanisms
will help prevent complicated fraud.... if all companies could get some sort of increased
role of prevention methods in their functioning, fraud could be wiped out...” (P12)

“.... fraud control is a really fine way to prevent fraud from occurring.... if people and
employees know that there are mechanisms in place to monitor them if they screw up,
they won’t screw up... I just wish that more organizations would implement fraud control
in the first place and not rely on detection....” (P16)

Part of the process of qualitative analysis also involves looking for disconfirming evidence. Most
participants in the study had a positive opinion of fraud prevention and control methods and also felt that
it was a proactive method as opposed to fraud detection methods. However, one participant seemed to
disagree with the rest of the participants about the nature of fraud prevention methods. That participant
seemed to suggest that prevention methods were also reactionary; however there was consensus with the
other participants in that augmentation of fraud prevention methods

“....both methods are very reactionary methods. It is often a reactionary measure to any
kind of fraud, especially in India.... Also most companies do not have in house
capabilities to solve problems, so they have to rely on other external agencies to assist
them in investigations.... Maybe instead of reactive measures we should take a more
proactive method of prevention or stopping the fraud.... the top management mindset has
to change, they have to promote fraud prevention methods enthusiastically....” (P7)

The Dual Role of Technology in Fraud

We asked our participants to tell us their perceptions of the role that technology plays when it comes
to fraud related situations. We found that on the whole, the general consensus from all our participants
was that technology played a very dual role when it came to fraud. On the one hand, technology made it
very possible and easy for perpetrators to commit fraud, but on the other hand, it also assisted auditors
and investigators in their efforts to detect and prevent fraud. All our participants though seemed to
recognize the potential benefits of harnessing technology to combat fraud. Some statements from them
are provided below to better emphasize this theme:

“... technology is definitely being used to commit fraud...Similarly, I think if you look at
an anomaly I think most organizations monitor transactions, do analysis on transactions,
but they don’t do analysis on computer activity....companies definitely need to monitor
computer activity of their employees more rigorously..” (P4)

“...technology has its own set of pros and cons, we have to be aware of the situation and
we also need to be more tech-savvy....I feel a forensic accountant needs to be a tech
savvy person; he has to be a person who combines forensics with technology.” (P6)

“...now fraud you already know what happens, it is a technology loophole and those

loopholes are used to hide accounts...for example, if there is some money lying in the
pool, you can move it elsewhere and then bring it back to balance the sheet later on...
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these kinds of things can be exploited using technology...there definitely needs to be
supervision for technology....” (P7)

“....I would not want to consider technology a friend, nor as an enemy. It is just a tool at
the end of the day. It depends, like an atom bomb or nuclear energy, it depends on the
user. If you want to use it for good, you can, or if you want to use it destructively, you
can. But I realize that as the day goes by a lot of investigators use technology. So it is
important for the fraud investigators to be equally equipped with the latest technology...
but it is one of the most difficult factors for investigators to keep themselves updated on
the latest technology...” (P9)

“.... So, on one hand technology helps us to gather data, which is deleted over a period of
time; on the other hand, technology is now helping subjects delete that data permanently.
So that is one aspect, but I still feel that technology helps me in catching fraud...” (P11)

“.....technology can be a resource for you to counter fraud....but also, if you are not
going to rely on anything but technology you are going to fail...” (P17)

One of our participants made a particularly emphatic point, which seems to tally very well with what
most of the participants seemed to feel. That point is exemplified with the following statement:

“.... I definitely would prefer technology, with anything there is good and bad. With
technology there are too many good things. I’d definitely go for technology, but we have
to make sure that the technology we are implementing, we understand properly...” (P1)

Physical Safety Concerns are a Valid Threat and Need to be Addressed

Our participants were asked by us to relate whether they ever felt as if their physical safety and well-
being was an issue during a forensic investigation, and whether they felt the need for physical security
during an investigation. Most of our participants seemed to suggest that physical safety concerns were a
very serious issue, and needed to be addressed by organizations. They especially felt that the need for
physical safety was heightened when investigating fraud in remote locations. Some of their narratives are
provided below to better contextualize this theme:

“....when I am in big cities I never felt any need for security but when I go to remote
places, small towns, I am a bit concerned about my security... in one small town, the
people we were investigating arranged a strike so they gathered outside the office and we
had to leave right away....” (P1)

“....when the contract was allotted, it turned out that the beneficiary was a brother of a
politically strong person... our client wants us to go and analyze the data at the physical
location of that other place, even though it was located in a very unsafe location... it was
infested with naxalite elements....” (P2)

“.... my team has had to say no twice to a client...the reason being that the client wanted
us to investigate matters which when we did some digging into, we found that it was tied
in with the underworld....we had to refuse and tell the client that they needed to contact
the governmental authorities to do that job...” (P5)

“....what happens is when we start investigations there are sensitive times and there can
be threats to your life that way....so sensitive crime is a hard bargain because you also
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need to be worried about your family and your personal security is also very
important...” (P7)

“...I have experienced this once....I was required to conduct certain interviews and
during the interviews, they [interviewees] perceived it as a threat. It was in a remote area
in [place deleted for confidentiality] and people were making enquiries about where we
were staying and what we were detecting and things like that....” (P9)

“...a colleague of mine once continuously received threatening calls, at all times of the
day and night....the police also was unable to do anything because the callers kept
changing their SMS cards to avoid detection....but they felt that the calls were tied in
with the investigation at the time, as the party concerned was a very powerful and
influential person...” (P13)

Many participants also seemed to indicate that organizations needed to do something to ensure the
safety of their forensic investigators. Some narratives to that effect are provided below:

“... I think organizations need to ensure that their forensic teams are provided with
proper security arrangements... it may cost them a little bit more, but that amount is
negligible in the long term...” (P12)

“... especially in some regions of the world, one has to be very careful about physical
safety concerns.... I remember when [ was sent to [name of place deleted], there was no
real law structure in place there... my company sent us there, but they thoughtfully
provided us with security personnel to accompany us there... I think more organizations
need to do that...it’s almost like they do not anticipate anything happening to threaten the
auditors....” (P15)

Training in Behavioral Finance, Criminal Profiling, and Technology May be Beneficial in
Combating Fraud

Another interesting theme emerged from our data — we had asked our participants to tell us about
what kind of training methodologies would be most beneficial in training forensic auditors to combat
fraud. We found that most of our participants seemed to think that criminal profiling and behavioral
finance training would greatly benefit forensic investigators. We also found that our participants seemed
to think that training in the latest technology and software would also help improve auditors’ abilities to
combat fraud. Some of the narratives around that theme follow:

“.... it can be helpful...sometimes we have a hunch that something is wrong, so having
training in criminal profiling may help pick up on the behavior of the employee...to find
that something is wrong.....” (P1)

“...based on my initial experience as a police officer, I can definitely state that criminal
profiling training will help...I will give you one example: one senior vice-president of a
company had become a contact, he wanted us to investigate a case wherein he accused a
few other top management guys of stealing money....we started investigating, this senior
VP kept calling us and asking us for updates... and you know then we said this is not the
right behavior of an innocent person...we found something very funny about this man....
Then during the final interview, I established an interface with the suspect and then we
realized that the suspect was a witness.... And the VP was the actual guilty party... in an
ironic way; he hired us to bust himself...” (P2)
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“... it would be a great advantage.... If a guy has already done criminal profiling properly
it will help in investigations...when I was in the Army, we did criminal profiling on
people especially the high level criminals for being involved in terrorist factories..... I
think that organizations need to latch onto existing organizations to facilitate this sort of
training....” (P6)

“... training in criminal profiling and behavioral finance both help with fraud
investigation teams..... with specific investigations, where you need to go beyond the
documents, the things you can’t see with your eyes, you need to understand the person
you are investigating, their psyche and personality..” (P9)

“... I feel they should because there are lots of instances when the behavior assessment is
required. For example, when an open interview is undertaken it is more meaningful as the
body language, the answers, expressions all convey a meaning and also help is modifying
the interviewing approach to get the maximum information....” (P10)

“... if auditors end up getting trained in diverse fields such as behavioral finance and
criminal profiling, it will only add to their arsenal...] am confident that it will increase
the success rate of forensic auditors’....” (P13)

However, as we mentioned earlier, searching for disconfirming evidence is part of the qualitative
research process. One of our participants had a more cautious attitude towards training auditors in
criminal profiling:

“.... Yes and no for criminal profiling....we have to be careful about that training not
coloring one’s judgment...also, auditors need to make sure that they avoid stereotypes
that may be generated due to criminal profiling....but then, criminal profiling training can
facilitate out-of-the-box thinking, which is a positive aspect...” (P18).

DISCUSSION

Our study intended to better understand the phenomenon of fraud, and also glean from forensic
investigators their thoughts and perceptions on four different matters — fraud detection and fraud
prevention methods, the link between technology and fraud, and the physical safety issues arising from
fraud investigation. We were interested in adding some rich depth to the work already conducted on
fraud, as it appeared that rich qualitative data was not abundant in previous research on fraud.

Some limitations of our study are typical qualitative research issues — it is rather hard to generalize
our findings to the entire population of forensic auditors in the world. However, we tried to make our
findings as generalizable as we could by choosing several participants who had work experience in a few
different countries (besides India). Also, while our qualitative data provided rich information about the
auditors’ perceptions on the different matters pertaining to fraud investigations, our sample was small.
However, as we mentioned earlier, in qualitative research the sample size depends on when saturation of
data occurs (Marshall, 1996; Seidman, 2009), and since we obtained data saturation at about 11
participants, our final sample of 18 is more than adequate.

Our findings indicate that forensic auditors seem to think that current fraud detection methods are not
infallible, and indeed are quite prone to serious time lags. There is also the perception that these methods
are too reactive, and need to somehow be improved such that the time lag between when the fraud is
committed and when it is detected reduces. Similarly, our forensic auditors also seem to think that while
current methods of fraud prevention are fairly effective, they need to be utilized more, and more
organizations need to start utilizing them. This finding corroborates the findings of Bierstaker et al.
(2006) when they found that small organizations in particular were not utilizing fraud prevention and
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fraud control mechanisms, possibly due to the setting-up cost of doing so, even though fraud affects small
organizations tremendously (ACFE, 2006, 2008, 2010).

Another finding of ours is with regard to the link between technology and fraud. Many of our
participants identified technology as being a way for savvy fraudsters to commit fraud, and also identified
technology loops as being very exploitable. However, they also recognized the positive role that
technology plays in their being able to better detect and combat fraud. This suggests that the role of
technology in fraud is a rather dichotomous one, but that on the whole, technology offers a lot more
positive benefits and outcomes than negative ones.

Our findings have helped us understand the necessity for highlighting the physical safety risks that
forensic auditors can very possibly face during the course of an investigation. While, one could argue
perhaps that this may be a phenomenon unique to a developing country context, the number of cases in
the US (Perri and Lichtenwald, 2007; Perri and Brodi, 2011) is testimony to the fact that this phenomenon
is perhaps a lot more pervasive. Further research in this direction would be a welcome step as
emphasizing and recognizing the possible dangers of fraud investigation is something that would benefit
forensic investigators as well as their organizations.

We also found that our participants think that training auditors in behavioral finance and criminal
profiling and the latest software will only help in the efforts to combat fraud. While, this kind of training
may not be possible in-house, it is certainly feasible for organizations to tie up with other organizations
and thereby reap the awards of increased success against fraud. Further research needs to be conducted on
how exactly this sort of new training can be imparted to forensic auditors, such that it positively impacts
their success rate in combating fraud.

On a final note, we must add that further research on fraud is an absolute necessity, especially in
regard to improving fraud detection methods and implementing fraud prevention methods, and also in
regard to ensuring that forensic auditors are shielded from potential harm during forensic investigations.
After all, since fraud is typically considered a white-collared crime, it would only be judicious to keep the
collars white, and not taint them with specks of red!
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